HH(})Op]VlaL;L{OHHO-CI’lpCZGOllele mamepuaiol no JHCUSHEHHOU cumyayuu
((301441417161 onm MOUWEHHUKOB 8 cemu)

B pamkax enepanproro npoexra «ocyqapeTBo st roaein Muntudpsr Poccun n
AHanuTHueckuii uweHTp mnpu IlpaBuTenscTBe  POCCHIACKOI Qenepanuu  peanu3oBaIu
LH(QPOBOH CepBHC 10 XKH3HEHHOHW CHTYaIlMH «3aLMTa OT MOLIEHHHKOB B CeTH» Ha
Enuaom noprane rocyapcTBEHHBIX M MyHULIUIATBHBIX yenyr (manee - I' ocycnyru) B memnsx
IPECEeYEHUS u IIPEIOTBPaIECHHUS MOILIEHHUYECKHUX NEHUCTBUN
(https://www.gosuslugi.ru/scammer_protection).

CepBHC NpenOCTaBISICT BHIGOD CIEMYIOLHX curyauui: «VMOIUeHHHMKH MBITAIOTCS
ToTyduTh focTym k Iocyciayram» (31a cuTyauus HampaBleHa HA [OMOIb B
BOCCTaHOBICHHHM KOHTPOJIAI HaJ YYeTHOW 3amuchio) u «$1 Xowy 3amuTuThes OT
MOUIEHHUKOB B ceTW» (B JaHHOHW CHUTyallud pedb HIET O CII0Co6ax IIPEAOTBPALICHHUS
NPECTYNHBIX AeHCTBUI).

B pamkax mepBoii cuTyaumm mpejcrasieHa NOAPOOHAs MHCTPYKIHS, B KOTOPOH
COLEPIKUTCA HHYOPMALHS O TOM, UTO [EJATh, €CIH TPAXKIAHIH YK€ COOOIIMI IIaposb WK
ko 3 CMC MoreHHuKaM.

B pamkax BTOpoii cHTyaumu paccMaTpHBAOTCS MEpBI, HAIIPABJIEHHbIE HA 3AIUTY OT
KHOEPIPECTYIHUKOB (3alIpeT Ha JeHCTBHS C HEJBIDKMMOCTBIO, 3allpeT Ha ogopMIIeHHe
AAOrOBOPOB CBA3M, 3aPET HA MONYYEHHE KPEAUTOB U 3aiiMOB, 3aIl[UTAa YUETHOH 3arucH ¢
TTIOMOTIPIO IOBEPEHHOTO KOHTAKTA, IpaBuiIa G€30IMaCHOCTY IpH Tene(OHHbIX 3BOHKAX), a
TAIOKE TPEIICTABICHEl METOABI NPOTHBOACHCTBHS (HHAHCOBOMY MOIIEHHHYECTBY W YeK-
JUCT 110 UU(POBOI TUTHEHE.

Cnpasouno: camosanpem - Jlobposonvhoe o2panuvenue, Komopoe uenosex
cam Ha cebs naknadvieaem: ymobvl HUKIMO HE CMO2 ohopmume Kpedumel u 3aiimvl Ha
€20 UM - HU OH CAM, HU MOWEHHUKU («3anpem Ha nonyuenue kpedumos u 3aUM08)),
4mobbl He OONyCmumb CoeepuieHus cOenok ¢ HedBUANCUMOCIbIO 6e3 €20 JUUHO20
yuacmus kax cobcmeennura («3anpem na deticmeus c HEOBUINCUMOCINBIO),; UmMObbl
HUKMO He CMO2 3AKN0UUMb 002060p HA MOOUNLHYIO C643b OM €20 Tuya («3anpem na
ogopmnenue 002060poe ceazuy).

LHosepennvii_xonmaxm (Hanee - AK) - amo [Jononnumenvnas sawuma
yuemnou 3anucu Ha 'ocycnyzax om Oeiicmeuii MOWEHHUKOS. K moocem cmamp,
nanpumep, pollcmeennux wiu [pye. Ilpu nonvimke 6occmanosnenus Hocmyna x
YHemHoU 3anucu notb306amens Ha Homep mene@ona AK 6y/lym npuxo/Jume cmc JIns
nol{meepoic/lenus soccmanosnenus napons. [{K no/lmeep/Jum 3anpoc, monvko koe/la
yboellumcs, ymo nonvzoeamens ne 660/[am 6 3abnyoic/lenue.

Kpome Toro, Ha crpammme pasmerneHBI IONE3HBIE HHCTPYMEHTBI IS
Kndepbe3omacHoCTH.

B kartaiore o6yuarommx Kypcos coGpansl MaTepHAIIBI 10 IUPPOBON IPAMOTHOCTH
- OT TpaBUIl PE3EPBHOTO KONHPOBAHUS JAHHEIX 0 METOJOB PACIO3HABAHKS mundenkon
(https://www.gosuslugi.ru/scammer _protection/courses?s=9&p=1).

Taxoxke mocTymHa 6a3a MomIeHHMYeCKHX cxewm, KOTOpasi TIOMOTaeT y3HaTh 00
aKTyalbHBIX Crocobax obmana. Ha maHHBII MOMEHT B Heii COIEpPKUTCS 86 CXeM ¢ uX
Kpatkum onmcanueM (https://www.gosuslugi.ru/scammer _protection/schemes?s=9&p=1).




JI7ist OLEHKN CBOMX 3HAHMM, B CBOIO 0YEPE/ib, MOXKHO IIPOUTH TECT M0 WUPPOBOi
IPAMOTHOCTH, KOTOPHIM ONPEJENUT YPOBEHL OCBEJIOMIEHHOCTH B 3TOM cdepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

CTOHMT OTMETHTH, UTO B paMKax BTOPOIl CHTYaI[HH, CPEAM MPOUETo, HAXOAHTCH
cceuika Ha paspaen . «KubepbesonmacHoeTh - 310 mpocro!y», rue cobpana molesHas
HH(pOpMAaIUL 0 pPasHOOOPAa3HBIX I (pOBBIX yrposax
(https://www.gosuslugi.ru/landing/cybersecurity).

B oraenbHpIx Onokax pasMeIeHBl PEKOMEHIAIMHM 10 KUOEPIpaMOTHOCTH,
CIIENMAIbHO Ppa3pabOTaHHBIE JUIL JAETEH M IIOKWIBIX JIIOZEH, KOTOPHIE CUUTAKTCS
HanboJee ysI3BUMBIMU B HHTEPHETE.

Oco6oe BHUMAaHKE YASICHO 3aIUTe OT (DHIINHTA, CO3AHMIO HAIEKHBIX I1apoJieii,
3a1UTE MOOMIBLHOIO YCTPOiicTBa U NPOhMIaKTHKE Tene(h)OHHOr0 MOIIEHHHYECTRA.

ITomumo sTOro, Ha cTpammmax oOEMX CHTyalMd pasMelleHa NaMATKAa ¢
NOJIE3HBIMH CCHUIKAMM: Ha MHTEPaKTUBHYIO KapTy ¢ aapecamu MBJ] Poccuu; nHa
nofady 3asiBICHUS, XKaI00b! WK peIoKeHus yepes odurmanbusiii cairr MBJI Poccu;
Ha BO3MOXXHOCTH IIOJTYUUTh OECIUIATHYI0 KOHCYJIBTAIMIO U IIOMOIIb FOPUCTA 10 3allUTe
pas.

Taoke B pasgene «Yacteie Bompocsl» («MOryT 1M MOIIEHHUKH TMPOAATH
HEJIBIOKMMOCTBY») HaXOJUTCA CCBUIKA HA MHTEPAKTHBHYIO KapTy C aJpecamu
MHOTO(QYHKIHOHAIBHBIX IeHTPoB (M®II).

Kpowme Toro, Ha cTpanunax o0eux CUTyaluil pa3MeIleHbl CCBUIKH, TI03BOJLIIOIINE
IIPOBEPUTH KPEAUTHYIO HCTOPUIO, COOOIIUTH O MOJO3PUTEIBHOM 3BOHKE, IPOBEPHUTH
o(opMIIeHHBIE CUM-KapThl, HOAATH JKalo0y Ha BPEIOHOCHBIM HHTEPHET-PECYPC, & TAKIKE
OTBETHI Ha YacTO 3a/laBaéMble BONIPOCHL: «Kak HACTPOUTH KOHTPOIBHBIN BOIIPOCc?», «Kak
aHHYJIMPOBATh KPEIUT, €CIIM MOLICHHUKU O(GOPMHIM ero Ha Bac yepe3 ['ocycmyru?»,
«KTO Taxko¥ ApOI U KaK HE MONACTh B NPECTYITHYIO CXEMY?» U T.J




